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ABSTRACT  
Information security is a naturally intrusive topic that has not been researched to its full extent in IS. Taking note of 
a previous information security study that failed and lessons learned from it, we successfully carry out a study of our 
own with some modifications. In this paper we detail the method used, which we hope will prove beneficial for 
academic researchers. 
Keywords (Required) 
Security risk management, IT security, validity 
INTRODUCTION 
Information security is a complex, multidimensional issue that can have a great impact on organizations. However, research 
in this area is still in its infancy. Methods of research in information security have been proposed and compared at length 
(Siponen 2005), but have not been used to their full extent in organizational level studies. The perceived intrusive nature of 
information security based studies has been mentioned as a leading cause of lack of research in this area (Kotulic and Clark 
2004). Kotulic (2001) created a conceptual model of security risk management (SRM) program effectiveness, as perceived by 
various members of the top management team. However, despite several attempts and countless hours, Kotulic was unable to 
test the model. The original research strategy included a pilot study at two firms with an established security risk 
management program to refine the research instrument (questionnaire). In all, there were four questionnaires, each of which 
was designated to a chief information officer (CIO), chief security officer (CSO), a member of the top management security 
team, and a functional level manager.  
The questionnaire was pre-tested on Information Systems faculty members at two universities.  Next, the questionnaire was 
to be modified and refined by top management at the pilot firms with an established SRM program. Potential firms were 
assured of both individual and organizational anonymity and informed that they would receive an executive review of the 
research results.  Initially, five firms agreed to participate in the pilot study.  However, each of these firms declined after 
seeing the contents of the questionnaire. Thirty-eight other potential pilot firms were contacted, through various means, such 
as referrals, personal contact, consulting firms, conferences, and governmental agencies.  However, 42 of 43 firms declined to 
participate in the pilot study.  Some of the major reasons the firms gave for declining included: Y2K issues were taking 
precedence, concern for job security, lack of an SRM program, top management concerns, and the information requested was 
too sensitive.  Finally, one firm agreed to participate, but they required the interviews be conducted by one of their 
employees.  These efforts appeared to have paid off.  The pilot firm provided valuable information in modifying the 
questionnaires.   More intrusive questions were deleted, and several others were reworded.   Eighteen months had passed 
between development of the initial questionnaire and finalizing the questionnaire. The initial plan was to mail 500 surveys, 
but poor response to the pilot convinced Kotulic to mail out surveys to over 1500 firms.  Survey packages were mailed to 
either the CEO or COO, with a cover letter addressing trust and anonymity, as well as tokens of appreciation.  Again, an 
executive summary was offered to each participant.   In spite of these efforts, only 23 firms returned at least one of the four 
questionnaires.  This was a response rate of 1.6%. Throughout this process Kotulic exchanged voice and electronic messages 
with CIOs, CSOs and risk managers.  After several months, he decided to send a questionnaire asking for specific reasons for 
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their lack of participation in the study. Seventy-four firms responded. The reasons given were the time required of the top 
management team, unwillingness to share information of a sensitive nature with outside entities, and the firm simply received 
too many survey requests. 
We considered recommendations presented by Kotulic and Clark and applied them to our own study pertaining to a SRM 
program at a Fortune 500 firm, heretofore known as The Company. We were able to successfully allay many of the concerns 
that management may have had, and completed the study with positive results. The purpose of this paper is to present the 
research method that was used successfully. Kotulic and Clark’s recommendations were never applied in an actual 
organization based study. We implemented those recommendations and modified them to address our research question: 
What is the impact of perceived critical success factors (CSFs) on the perceived effectiveness of an organization’s SRM 
program? Our study included creation of a validated instrument.  
To our knowledge, this is the first time the CSF method has been used in the context of SRM effectiveness with a theoretical 
perspective by using organizational role theory. We defined perceived security effectiveness as the subjective probability 
with which the management and staff believe that their information (personal or work related) will not be viewed, stored, and 
manipulated by inappropriate parties in a manner consistent with their expectations based on the current SRM 
implementation. 
We modified the traditional CSF method to investigate the differences in SRM program perceived effectiveness between 
management and staff, extract and analyze the CSFs to answer the research question. The rest of the paper is organized as 
follows. There is an overview of critical success factors and role theory based research. It is followed by proposed solutions 
for carrying out information security based studies and their application to our study. After that the research method that was 
successfully used is presented before the conclusion.  
PROPOSED SOLUTIONS TO PROMOTE INFORMATION SECURITY RELATED RESEARCH 
As a result of the failure to complete Kotulic’s (2001) SRM study, Kotulic and Clark (2004) concluded that future SRM 
research focus on a few case based studies, preferably with a few organizations with which the researcher had prior contact. 
The use of mass mailings of survey instruments to collect data of a sensitive nature was not considered appropriate. Firms 
will not share information that may be considered harmful without getting assurances, yet provide insights with regard to 
how to improve their organization. Kotulic and Clark also mentioned the importance of having an executive sponsor and 
his/her relation with the researcher. Straub and Welke (1998) exhibited the benefits of having a sponsor by attributing their 
ability to gather sensitive data to previously well-developed consulting relationships with two firms.  Finally, Kotulic and 
Clark state that research in potentially ground-breaking areas such as SRM in organizations requires major personal, financial 
and professional commitments. Kotulic’s initial cost estimates for carrying out the research were grossly underestimated 
compared to the final costs. 
It is interesting to note that even though organizational information security and SRM are very pertinent topics, Kotulic and 
Clark’s recommendations have not been implemented prior to this study. Therefore, prior to our study, there was no way of 
knowing if any of the recommendations would hold, or would new ones need to be added. The next section provides details 
of how the proposed solutions were implemented, along with some additions. 
APPLICATION OF PROPOSED SOLUTIONS TO OUR STUDY 
Our study, which was also related to SRM considered all recommendations mentioned previously as a starting point. In the 
same mould as Straub and Welke, we were personally familiar with most of the executive management of The Company.  
Initially, one of the researchers contacted one of the executive managers, with whom he had a strong personal relationship.  
Rather than outlining what we wanted to research, he first expressed a desire to establish a relationship with The Company 
and asked if there were any IS or security business problems that they would like to have researched.  Anonymity of The 
Company and its employees was assured, and it was clearly stated that the purpose was to conduct research.  Reciprocity of 
this relation was stressed.  The intention was that all parties involved would gain a better understanding of an IS or security 
business problem.   We would conduct the research and formulate solutions if The Company would provide us with access to 
documents and personnel. 
Several months passed before the research problem was finalized.  During that time, several potential areas were proposed, 
primarily by the researchers.  The initial contact discussed these with other members of the executive team, and we finally 
agreed upon a problem which was appealing to both researchers and The Company. 
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Prior to conducting the actual research, we requested that The Company send us documents related to their SRM policies and 
procedures.  Prior to the visit at the site, we performed an extensive review of existing SRM policies and procedures.   This 
was done to gain knowledge of The Company prior to interviews, as well as to  promote executive buy-in.  Executives do not 
need to take part in an academic study; therefore, care needs to be taken when it comes to potentially wasting an executive’s 
time. 
It is also necessary to keep management and staff in the loop throughout the study. Each one of the stakeholders may have 
concerns that may prove to be vital with regard to successful completion. For example, a question that is a part of the survey 
may be deemed more sensitive or may put a firm at risk. The researcher needs to maintain open communication channels to 
prevent such problems. A relationship is created due to this, as a result of which the researcher has the greatest opportunity to 
complete the study. 
To provide assurances to the management at The Company that information would not harm the firm, top management was 
kept aware of the survey instrument and interview questions that were being designed. In all cases, the questionnaire items 
and the constructs they represented were discussed at length with management. This allowed us to ask questions in a 
language that The Company was comfortable with. It also provided the added benefit of enhancing the construct validity of 
our instrument since the constructs and the items that represented them were deemed appropriate by experts at The Company.  
With regard to Kotulic and Clark’s (2004) original recommendations, we posit some additions. Just having an executive 
sponsor does not suffice. There is an element of motivation that needs to exist on part of the researcher. In SRM related 
studies, to get management buy-in apart from the executive sponsor, it is necessary that the researcher is willing to 
compromise with regard to the research method. The CSF process is management friendly, and the success of our study is 
dependent on it. The single-case based CSF method allows the researcher to focus extensively on a firm. Incidentally, there is 
an inherent benefit here compared to sending out a survey to over 1000 firms. Not all firms may have a SRM program, or for 
that matter may not have CSOs, functional managers etc. The single-case study allows the researcher to focus extensively on 
such gaps.  
The next section provides details of the research method that we implemented to complete the study successfully.  
RESEARCH METHOD 
We carried out a multi-level large firm case study enveloped in the positivist case research paradigm. Yin (1994) defines a 
case study as an “empirical inquiry that investigates a contemporary phenomenon within its real-life context, especially when 
the boundaries between phenomenon and context are not clearly evident” (p. 13). Case study research investigates predefined 
phenomenon, but does not involve explicit control or manipulation of variables. The focus is on in-depth understanding of a 
phenomenon and its context (Cavaye 1996). This is similar to the assessment made earlier by Lee (1989), who mentioned 
that even though manipulation of variables is not possible in case study research, theoretical constructs could be defined, 
empirically evaluated and measured, and naturally occurring controls could be identified. Literal and theoretical replication 
provide for generalizability of case study research findings (Lee 1989; Yin 1994). 
Dubé and Paré (2003) stated that in positivist research, the researcher plays a neutral role, and does not intervene in the 
phenomenon of interest. Dubé and Paré also stated that a positivist case study was likely to be conducted with the ideas of 
establishing appropriate quantitative measures for the constructs being studied and establishing causal relations. Orlikowski 
and Baroudi (1991) highlighted the purpose of positivist research being empirical testability of theories in order to discover 
the general principles that govern the natural and social world. 
Using the CSF method, which has traditionally followed an interpretivist paradigm in prior research, we carried out a case 
study using the positivist principles at The Company. The interpretivist paradigm is based on an ontology in which reality is 
subjective, a social product constructed and interpreted by humans as social actors according to their beliefs and value 
systems (Darke Shanks and Broadbent 1998). In addition, interpretivist research attempts to explain phenomena through 
accessing the meanings that participants assign to them, and focuses on their cultural and historical context (Orlikowski et al. 
1991). The value of an explanation in interpretivist research is gauged in terms of the extent to which it allows others to 
understand the phenomena and makes sense to those being studied (Walsham 1995).  
Site Selection and Participants 
This study was conducted at The Company. This site location, with which the researcher is personally familiar, is not the 
corporate headquarters, but is the largest facility with 513 full time employees. The Company was selected on the basis of its 
similarity to many large commercial organizations in terms of system needs. Also, its management considers IT as the chief 
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enabler in securing future commercial success. The Company is also considered as one of the leaders in the area of secure IT 
technologies.  
The participants of this study belonged to different layers of management (e.g. executive management, middle management, 
and lower management) and staff. Executive management members included Vice Presidents, and other chief executives. 
Middle management included Department Heads, Senior Managers, Project Managers, and Unit Managers. Lower 
management constituted Junior Managers and senior System Analysts. Staff included all non-management employees. This 
included Application Developers, Analysts, and Architects. No participants were named in this study and remained 
anonymous throughout. We only considered full time employees of The Company. Thirty-two employees from all levels of 
management and staff were interviewed. There were a greater number of staff participants, compared with management. 
However, this is not considered a limitation of the study, since an effective organization will typically have a pyramid 
structure (Sennewald 2003). 
The next section provides an overview of the Critical Success Factor (CSF) research method employed in this study. 
CSF Research Method 
The CSF concept resulted from four decades of cumulative research about decision-making, planning, and IS. Examples 
include Cleland and King (1968), Daniel (1961), and Zani (1970). The CSF term was coined by Rockart (1979), who called it 
a qualitative, interpretivist case-based research strategy. In this study, we extended the CSF method to include quantitative 
research methods supported by a positivist paradigm. Rockart proposed the CSF method to help CEOs specify their own 
needs for information about critical firm issues so that systems could be developed to meet those needs. CSFs are intended 
performance consequences of systems and behaviors within the firm that are strongly related to the achievement of desired 
firm objectives. Since its inception however, the CSF method has been adapted for a broader range of uses including, 
information requirements determination (Byers and Blume 1994), performance evaluation (Bergeron and Begin 1989), and IS 
planning (Bowman Davis and Wetherbe 1983). Other examples along similar lines include Akkermans and van Helden 
(2002), Magal et al. (1988), and Rai et al. (1996).  
There is no standard procedure for CSF data collection and analysis (Bergeron et al. 1989). Rockart suggested that CSFs 
should be collected from three to six hours of interviews with the CEO, but Rockart’s concept only focused on the CEO’s 
information requirements (Rockart 1979). As the problem and organizational scope of CSFs has broadened, consultants and 
researchers have used alternative methods such as “onion technique” interviews and analysis of interrelated organizational 
activities (Dickinson Ferguson and Sircar 1985), an a priori list of CSFs from literature and a mailed questionnaire 
(Sabherwal and Kirs 1994), and most importantly interviews followed by questionnaires to implement CSF (Guynes and 
Vanecek 1996). In the current study, we interviewed a portion of the personnel, then administered questionnaires to all 
management and staff. 
The next section provides an explanation of how the CSF method was used in this study. 
CSF Method Employed In This Study 
The CSF method employed in this study was divided into three phases, each of which is explained in the proceeding sections. 
First Phase  
In the first phase, participants were presented the purpose of the study, along with a description of the initial CSFs. At this 
stage, each participant was asked to rank the initial CSFs according to perceived importance. The ranking provided us with 
more information with regard to employee preferences based on their own subjective scale. It also provided a descriptive 
statistic in terms of a mean value for each CSF. This technique of ranking based on importance is commonly referred to as Q-
Sort. The Q-Sort technique was originally developed for gauging personality assessment (Stephenson 1935; Stephenson 
1953). In the Stephenson studies, a series of personality description statements were typed separately on cards. Each 
participant was given a set of the cards and asked to consider the extent to which each statement was characteristic of the 
subject topic being evaluated. Each participant sorted the cards into piles ranging from least important to most important. 
Each pile was presented by points along a continuum describing relevance to the subject. This process was carried out across 
all participants, and mean scores were computed for each pile. The final mean scores then allow for the final rank (sorted in 
increasing or decreasing order) to be ascertained. In IS, Q-Sort has been applied in the same mould as Stephenson (Kettinger 
Teng and Guha 1997). IS has also focused on Q-Sort as a technique for establishing validity of instruments (Moore and 
Benbasat 1991; Segars and Grover 1998). 
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Similar to the Stephenson studies, this study presented participants the initial CSFs that they were asked to rank. Each 
participant was asked to rank each of the six initial CSFs in order of importance. Based on Stephenson’s method the first pile 
had the value of six, the second was five and so forth.  
Second Phase 
In the second phase CSFs were extracted from unstructured and structured dialogue between the researcher and key personnel 
at different levels of management and staff of The Company. During the interview process, a series of questions were asked 
to help management and staff identify their CSFs. However, simply asking the question “What are your CSFs?” would only 
have been successful if all employees understood the CSF concept. This is where the benefit of the initial CSFs was realized. 
Open-ended questions related to the initial CSFs assisted participants thinking about those areas of their responsibility that 
are most important, and must be done well in order to comply with the SRM policies. Along with the initial CSFs short 
hypothetical case scenarios (“vignettes”) were also a part of the interview process. Vignettes are short stories about 
hypothetical characters in specified circumstances, to whose situation the subject is invited to respond (Finch 1987). Unlike 
the normal use of hypothetical scenarios (Wason Polonsky and Hyman 2002) that are followed by questions about the 
scenario, we asked the participants to come up with their own scenarios. These scenarios included situations that are 
mentioned in The Company’s SRM policy. The use of vignettes has been recommended as one way of relating to sensitive 
questions on questionnaires (Lee 1993). The use of vignettes in management and IS literature is not uncommon, e.g. Banerjee 
et al. (1998), D'Arcy et al. (2009), Siponen and Iivari (2006), and Webster and Trevino (1995).  We contend that presenting a 
respondent with an opportunity to create a scenario rather than asking direct questions about their organization’s SRM 
policies resulted in a more honest gauge of their perceptions regarding information security. 
Two dialogues occurred in the second phase. The first one concluded with the researcher obtaining a tentative list of CSFs 
from the interviewee. Then the researcher synthesized the CSFs and presented them to the interviewee for confirmation. This 
process was repeated as needed. In the second phase the researcher also confirmed the initial CSFs through the interview 
phase. The confirmed CSFs were quantitatively measured as part of a questionnaire. For group level studies carried out in 
organizations, questionnaires are the most suitable form of data collection (Stone 1978). The unit of analysis was the level of 
an employee (e.g. management and staff). The use of the confirmation/disconfirmation technique maintains the integrity of 
the original CSF method.  
The items in the questionnaire used to measure the initial CSFs were pre-validated by Kotulic (2001). Kotulic measured 
perceived effectiveness of an SRM program using a questionnaire that was structured for a case study. Hence, it was 
appropriate for our study. Each construct had multiple items associated with it in the questionnaire. As a means of 
minimizing response bias caused by boredom or fatigue, no more than five items per construct were presented (Schriesheim 
and Eisenbach 1995). Seven point Likert scales were used for item scaling. As part of the CSF method we also established 
new CSFs: security maintenance, corporate security strategy, and human resource development. Table 1 provides a brief 
overview of how each construct was operationalized.  
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Concept Construct Operationalization – From Kotulic 
(2001) 
SRM effectiveness SRM Statements on perception of how 
secure the current SRM is, along 
with it being understood by all 
stakeholders. 
Executive management support Management Statements on role of executive 
management as supporters of the 
SRM process. 
Organizational maturity Maturity Statements on existence of formal 
responsibilities and rules. 
Open communication Communication Statements on communication levels 
with regard to the SRM process.  
Risk management stakeholders Stakeholders Statements on who is involved in the 
SRM process.  
Team member empowerment Empowerment Statements on authority on part of 
employees to make decisions.  
Holistic view of an organization Holistic Statements on the scope of the SRM 
policies and its management.  
Security maintenance Maintenance Statements on scope of security 
procedures and policy updates. 
Corporate security strategy Strategy Statements on protection of 
intellectual property rights and 
supplementing (in-house) software. 
Human resource development Development Statements on adequacy of 
employee experience and training. 
Table 1: Operationalization of constructs 
The updated questionnaire was checked for reliability and validity by pilot testing with The Company’s employees. The new 
questionnaire also used seven point Likert scales for item scaling, similar to Kotulic (2001). Coefficient alpha reliability has 
been shown to increase up to the use of five points, but then it levels off (Lissitz and Green 1975). Once the reliability and 
validity were assessed, the participants were asked to rank the updated CSF list using the Q-sort methodology.  
Third Phase 
In the third and final phase of the CSF method employed in this study, the questionnaire was administered to management 
and staff of The Company who were not part of the first two phases. The participants had the option of completing the 
questionnaire in a paper form, or electronically. The electronic version of the questionnaire was identical to the paper based 
version, and was hosted on SurveyMonkey. SurveyMonkey provides participants with an intuitive Web interface to reply to 
questions (SurveyMonkey 2009). At the end of questionnaire, the participants were requested to participate in an interview 
process. Guynes and Vanecek (1996) also used a similar approach. In our case, the interview process allowed for the 
possibility of identifying the rank of CSFs, thus further clarifying any differences that may exist between management and 
staff with regard to perceived SRM effectiveness.  
Exploratory research such as this one is not new. A priori specification of constructs similar to what we have done by 
identifying some CSFs can shape the initial design of research (Eisenhardt 1989). If these constructs prove important, then 
researchers can have firmer empirical grounding for the emergent paradigm. 
The next section provides an explanation of the appropriateness of the described CSF method to The Company with regard to 
perceived SRM effectiveness. 
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Viability of CSF Method to The Company 
Since information security is considered a naturally intrusive topic, extensive informal conversations between the researcher 
and some of the management at The Company had already taken place prior to execution of the study. This allowed the 
development of a reasonably comfortable relationship between each other, an essential component of security based research. 
Its importance has been referred to in prior research (Kotulic et al. 2004). Prior communication also allowed The Company to 
grant us permission to study the in-depth aspects of their SRM implementation through interviews and questionnaires. 
However, the question of viability of the CSF method to The Company can still be questioned. The purpose of this section is 
to respond to that question. 
Use of the CSF method at The Company assisted in validating whether practices by employees were consistent with the SRM 
policies. It also ensured, to some extent, whether or not the SRM policies were broadly recognized.  Troublingly, in some 
organizations the idea of top-down planning may encourage a culture in which employees assume that everything is already 
known by the strategic planners (upper management), who are the only people with sufficient knowledge to think about what 
is good for the organization (Tillquist 2000). This approach may result in sub-optimal implementation of IT related resources 
because knowledge from around the organization about what is important is potentially ignored (Lee and Menon 2000). 
Furthermore, focusing exclusively on a strategic planner’s knowledge base and not on other stakeholders may lead to missing 
other potentially important opportunities for effectively implementing an SRM program. For example, a Vice President may 
not realize how smaller systems and support needs may affect the SRM implementation, whereas a lower level manager may. 
The CSF method was originally designed to ensure that strategic needs were not starved for resources. To develop a complete 
CSF model, researchers recommended studying views of employees at various levels of an organization, in addition to the 
executive level (Premkumar and King 1994; Rockart 1982; Sambamurthy Venkataraman and DeSanctis 1993). Considering 
stakeholders at the “grass-roots” level may represent an untapped reservoir of potential creativity that can harness IT 
innovation in an organization (Nambisan Agarwal and Tanniru 1999). Effective use of this knowledge could prove to be a 
critical source of success to the organization (Cornell 1997). Similar principles can be applied to The Company, which has a 
traditional pyramid structure. SRM is an organization-wide implementation.  Therefore it becomes important to consider its 
perceived effectiveness across all levels in The Company. This can be achieved through the use of the CSF method. 
The next section presents support for research rigor of the study. 
RESEARCH RIGOR 
There is a strong case-study tradition in the IS field (Benbasat Goldstein and Mead 1987; Kling and Iacono 1984; Lee 1989; 
Markus 1983; Sarker and Lee 2003). Various researchers have also addressed methodological issues such as lack of control 
and generalizability that arise when a case study is conducted (Datta 1982; Dukes 1965; Huberman and Crandall 1982; Miles 
1982). To counter these issues, guidelines have been presented for the positivist case research paradigm (Lee 1989; Yin 
1994). These guidelines have also been successfully applied (Sarker et al. 2003), and are summarized in Table 2. The rest of 
this section explains techniques that have been shown to enhance research rigor and will be implemented in this study. We 
also propose some enhancements to the guidelines, each of which is included in the table.  
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Criterion Guidelines  How the Guidelines Were 
Followed in this Study 
Internal validity Pattern matching “Natural Controls” were used 
whenever possible. 
Interviews completed within 
approximately one month to prevent 
maturation effect. 
Construct validity Using multiple sources 
 
 
Key informants will review the 
report 
Multiple interviews with multiple 
stakeholders were carried out via 
interaction modes such as email, 
telephone, et cetera. 
Members of the executive team were 
provided with a draft of the case 
study. 
A priori list of CSFs from theory 
External Validity Increasing degrees of freedom Multiple observations for each 
prediction. 
Random selection of participants 
Statistical Conclusion Validity Sample Size Homogeneity of participants 
Reliability Creation of a case study resource list 
 
 
Case study protocol 
Case study notes, documents 
(questionnaires, summary tables), 
and  narratives. 
 
An evolving set of questionnaires, 
and literature review. 
Data Triangulation Converging lines of inquiry Use of interviews, observation, and 
questionnaires. 
Table 2: Research Rigor
1
 of the Study. Adapted from Lee (1989) and Yin (1994) 
Internal Validity 
According to Shadish et al. (2002) internal validity relates to the correctness of inferences about a causal connection between 
variables. It is threatened by factors that allow for rival explanations of a study’s results (confounds, extraneous variables). 
Generally, research lacks internal validity to the degree that rival explanations of cause are plausible. Some threats to internal 
validity that were addressed in this study included maturation and attrition. Maturation threat occurs when, over time 
biological or psychological changes occur within subjects. These changes may account for some or all the effects discerned in 
a study. For example, if a project lasts a few years, most participants may be impacted negatively or positively due to the 
passage of time itself. To counter this problem we completed the study at The Company in less than thirty days. Attrition 
threat stems from differential rates of attrition by individuals in different conditions. We remedied this potential problem by 
ensuring that the study itself was not a cause of attrition. The questions and the interview process in no way identified any 
employee of The Company, nor did it place them in a situation in which they felt uncomfortable.  
Shadish et al. (2002) further state that internal validity is an exclusive result of randomized experiments. Some features of 
randomized experiments are manipulation of at least one variable, and control of confounds. Cook and Campbell (1979) state 
that confounding effects can be controlled through random assignment of participants to conditions, and physical control over 
experiment conditions. Since such controls are impossible in single-case research, we implement what Lee (1989) calls 
natural controls. Lee used Markus’ (1983) case study to explain the concept of natural controls. The example referred to an 
accountant who moved from a position to being a controller of one of the divisions. The accountant went from being an 
                                                           
1
 Italicized text indicates additions made to Lee (1989) and Yin’s (1994) recommendations as part of providing research rigor 
to this study. 
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opponent of an information system to one of its resistors. By making this controlled observation, Markus showed that people-
determined theory can be disproved. People-determined theory asserts that people in organizational subunits may resist 
change because people resist all change. 
Construct Validity 
Construct validity has to do with the degree to which inferences are warranted from the observed persons sampled within a 
study to the constructs these samples represent (Shadish et al. 2002). To enhance construct validity of this study, we used the 
recommendations set forth by Lee (1989) and Yin (1994): multiple interviews and submission of reports to key personnel of 
the organization. Some interviews occurred over the telephone. The reason for that was that at The Company some of the 
management personnel were involved in business dealings that required outside travel. Similarly, the CSF method required 
presentation of synthesized CSFs to key personnel of The Company. That was done to ensure that the synthesized CSFs 
conclusively described what the interviewees were intending to state. 
In addition to the above methods of enhancing construct validity of the research design, we used existing academic literature 
to create, a priori, a list of initial CSFs. According to Eisenhardt (1989) defining a priori constructs assists in making sense of 
occurrences, ensures that important issues are not overlooked, and guides their interpretation and focus when conducting 
exploratory research such as this one. 
External Validity 
 External validity concerns inferences about the extent to which a causal relation holds over variations in persons, 
settings, treatments, and outcomes (Shadish et al. 2002). Since this was a case study of a single organization, it was not be 
entirely possible to generalize the results across other organizations. However, as previously stated, The Company is 
considered a leader in its area of expertise, and does set the standards that other organizations should follow with regard to 
SRM implementation. For each final CSF, there were multiple responses from multiple stakeholders as part of the 
questionnaire. This method, according to Lee (1989) and Yin (1994), assists in providing a level of external validity to the 
case study. One method implemented in this study, which was not discussed by Lee (1989) and Yin (1994), was random 
selection of participants from each group (management and staff) to take part in the study. At this juncture it is important to 
note that for the CSF stage (stage one) of our study, we interviewed a select number of employees. It was not possible to 
interview each employee to gather CSFs due to time constraints. The number of participants who received the questionnaire 
was larger. Random selection guaranteed – within the limits of sampling error – that the average observed relation observed 
in the sample will be the same as 1) the average observed relation that would have been observed in any other random sample 
of persons of the same size from the same population, and 2) the average observed relation that would have been observed 
across all other persons in that population who were not in the original sample (Shadish et al. 2002). Random selection also 
guaranteed that interaction was the same in groups (1) and (2). 
Statistical Conclusion Validity 
 In recommendations for research rigor in reference to case studies, Lee (1989), Yin (1994), and Benbasat et al. 
(1987) did not mention statistical conclusion validity and how it could be enhanced. We considered statistical conclusion 
validity in this study. Shadish et al. (2002) state that statistical conclusion validity has to do with the correctness of inferences 
about the relation (covariation) between variables on the basis of statistical evidence. Research lacks statistical conclusion 
validity to the degree that statistical evidence about relations is not credible. We countered this threat by having homogeneity 
between our participants. That was due to the nature of the business The Company is in. Each employee at The Company at 
each level of management or staff had a similar background. Previous studies have considered sample size as an important 
issue of research (Koenker and Bassett Jr 1978; Marsh Balla and McDonald 1988). At the estimation stage, the problem of 
sample size is largely removed by the use of unbiased estimators. Under random sampling, the expected value of the 
unbiased sample estimator will be the true parameter value, regardless of the sample size.  However, as in any statistical 
estimation, the statistical consistency of the estimator is improved as the sample size increases. A small sample size is also 
not a concern in exact cases of inference where sampling distributions are either independent of the sample size or depend on 
the degree of freedom, thus explicitly incorporate the sample size. However, a small sample size could be concern in cases of 
inference that rely on asymptotic sampling distributions. Statistical procedures employed in this study are consistent with the 
small sample properties.  
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Reliability 
Reliability is the degree to which our questionnaire, has similar results each time it is used under similar conditions with the 
same participants (Nunnally and Bernstein 1994). Nunnally and Bernstein also state that reliability of a study that uses 
questionnaires is increased if pre-existing instruments that have been used and validated in prior research are used. This study 
implemented a questionnaire originally developed by Kotulic (2001). The use of a pre-validated questionnaire along with the 
CSF method resulted in an evolving set of questionnaires since new CSFs were found. This as per guidelines laid down by  
Lee (1989) and Yin (1994), increased the reliability of the study. 
Data Triangulation 
In this study, due to the nature of the CSF method, data sets such as interviews and questionnaires were available to the 
researcher. The researcher also passively observed the environment and took field notes of instances that were attributed to 
the research question. An important benefit of using multiple sources of evidence such as these is the development of 
multiple lines of inquiry (Patton 1999). The process of combining multiple data sources is called triangulation (Jick 1979). 
Findings of this study are more convincing and accurate since it is based on different sources of information. Although  Lee 
(1989) and Yin (1994) do not mention data triangulation as a source of research rigor, Yin (1999) states its importance and 
relevance to case studies with regard to a combinatorial use of interviews, observations, and questionnaires. Trauth and 
Jessup (2000) highlighted the importance of triangulation toward corroborating findings that were based on textual materials 
such as transcripts of interview sessions. In our study, the CSFs were extracted after interviews with key personnel across 
different management levels and staff at The Company. This, along with the researcher’s own observations and the 
questionnaire provided for a way similar to Trauth and Jessup’s method of corroborating the findings of this study.   
RESULTS 
As previously mentioned, Kotulic (2001) resulted in an extremely low response rate for the pilot as well as the main studies. 
Upon implementing Kotulic and Clark’s (2004) recommendations with additions on our part, we were able to get 135 of The 
Company’s employees to take part in the pilot study. For the main study 272 out of 378 employees, excluding those who 
participated in the pilot study, took part in the survey.  This is a response rate of 71.96%. Therefore, overall, 407 out of a 
possible 513 full time employees took part in the study. The next section concludes with contribution of our work to SRM 
based research. 
CONTRIBUTION AND CONCLUSION 
We were able to complete a SRM based study successfully, with a high degree of participation at a Fortune 500 company. 
Drawing upon recommendations by Kotulic and Clark (2004), and enhancing them through our research method we were 
able to add research rigor to our study. This study also shows that the CSF method can be modified to address complex 
organizational issues such as SRM effectiveness. As stated throughout this study, information security research at the 
organizational level has constantly faced challenges based on its intrusive nature. In most cases, management approval is 
needed to carry out research of some magnitude. The CSF method is a management friendly form of research. It allows for 
the use of structured and unstructured dialogue with the added opportunity of the researcher communicating CSFs back to 
management for approval. This method, if explained properly to management, has the potential to deter many of the fears 
associated with information security related research. 
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